
Data Processing Agreement                    
The following agreement is a supplement to Lantero’s general service agreement pursuant to Ar8cle 
28.3 of the General Data Protec8on Regula8on EU 2016/679. 

1           PARTIES, POSITIONS OF THE PARTIES, CONTACT DETAILS AND CONTACT

Par8es and contact persons according to service agreements. The customer is the Personal Data 
Controller and Lantero the Personal Data Processor. 

2           DEFINITIONS

2.1        In addi8on to the concepts defined in the text for the Data Processing Agreement, these defini8ons 
shall, regardless of whether they are used in the plural or singular, in definite or indefinite form, 
have the following meaning when entered with capital lePers as the ini8al lePer. 

Processing 

Any opera8on or set of opera8ons which is performed on Personal Data or on sets of 
Personal Data, whether or not by automated means, such as collec8on, recording, 
organisa8on, structuring, storage, adapta8on or altera8on, retrieval, consulta8on, use, 
disclosure by transmission, dissemina8on or otherwise making available, alignment or 
combina8on, restric8on, erasure or destruc8on. 

Data protec8on legisla8on 

Refers to all privacy and personal data legisla8on, along with any other legisla8on 
(including regula8ons and direc8ves) applicable to the Processing carried out in 
accordance with this Agreement, including na8onal legisla8on and EU legisla8on. 

Controller 

A natural or legal person, public authority, agency or other body which, alone or jointly 
with others, determines the purposes and means of the Processing of Personal Data. 

Instruc8on 

The wriPen instruc8ons that more specifically define the object, dura8on, type and 
purpose of Personal Data, as well as the categories of Data Subjects and special 
requirements that apply to the Processing. 

Log 

A Log is the result of Logging 

Logging 
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Logging is a con8nuous collec8on of informa8on about the Processing of Personal Data that is 
performed according to this Agreement and which can be associated with an individual natural 
person. 

Processor 

A natural or legal person, public authority, agency or other body which Processes 
Personal Data on behalf of the Controller. 

Personal Data 

Any informa8on rela8ng to an iden8fied or iden8fiable natural person, where an iden8fiable 
natural person is a person who directly or indirectly can be iden8fied in par8cular by reference to 
an iden8fier such as name, social security number, loca8on data or online iden8fiers or one or 
more factors which are specific to the natural person's physical, physiological, gene8c, 
psychological, economic, cultural or social iden8ty. 

Personal Data Breach 

A breach of security leading to the accidental or unlawful destruc8on, loss, altera8on, 
unauthorized disclosure of, or access to, Personal Data transmiPed, stored or otherwise 
Processed. 

Data Subject 

Natural person whose Personal Data are Processed. 

Third Country 

A state that is not a member of the European Union (EU) or the European Economic 
Area (EEA).  

Subprocessor 

A natural or legal person, public authority, agency or other body which, in the capacity 
of subcontractor to the Processor, Processes Personal Data on behalf of the Controller.  

3           BACKGROUND AND AIM

3.1        Through this Agreement, the Instruc8ons and a list of possible Subprocessors (herea\er jointly 
referred to as “the Agreement”), the Controller regulates Processor’sProcessing of Personal Data 
on behalf of the Controller. The aim of the Agreement is to safeguard the freedoms and rights of 
the Data Subject during Processing, in accordance with what is s8pulated in Ar8cle 28(3) of the 
General Data Protec8on Regula8on (EU) 2016/679 (“GDPR”).  

3.2        If anything s8pulated in item 1, paragraph 3.2, item 165 or 16, paragraph 18.6, items 19–20 or 23 in 
this Agreement is otherwise regulated in the Main Agreement, the regula8on of the Main 
Agreement shall have precedence. 

3.3        References in this Agreement to na8onal or EU legisla8on refer to applicable regula8ons at any 
given 8me. 
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4           PROCESSING OF PERSONAL DATA AND SPECIFICATION

4.1        The Controller hereby appoints the Processor to carry out the Processing on behalf of the Controller 
in accordance with this Agreement. 

4.2        The Controller shall give wriPen instruc8ons to the Processor on how the Processing should be 
carried out. 

4.3        The Processor may only carry out the Processing pertaining to this Agreement and the instruc8ons 
in force at any given 8me. 

5           OBLIGATIONS OF THE CONTROLLER

5.1        The Controller undertakes to ensure that there is a legal basis for the Processing at all 8mes and for 
compiling correct Instruc8ons with regard to the nature of the Processing so that the Processor and 
any Subprocessor can fulfill their tasks according to this Agreement and Main Agreement, where 
applicable.  

5.2        The Controller shall, without unnecessary delay, inform the Processor of changes in the Processing 
which affect the Processor's obliga8ons pursuant to Data Protec8on Legisla8on. 

5.3        The Controller is responsible for informing Data Subjects about the Processing and protec8ng the 
rights of Data Subjects according to Data Protec8on Legisla8on as well as taking any other ac8on 
incumbent on the Controller according to Data Protec8on Legisla8on. 

6           OBLIGATIONS OF THE PROCESSOR

6.1        The Processor undertakes to only perform the Processing in accordance with this Agreement and 
for the specific purposes s8pulated in the Instruc8ons, as well as to comply with Data Protec8on 
Legisla8on. The Processor also undertakes to con8nuously remain informed about applicable law in 
this area.  

6.2        The Processor shall take measures to protect the Personal Data against all types of Processing which 
are incompa8ble with this Agreement, Instruc8ons and Data Protec8on Legisla8on.  

6.3        The Processor undertakes to ensure that all natural persons working under its management follow 
this Agreement and Instruc8ons and that such natural persons are informed of relevant legisla8on. 

6.4        The Processor shall, at the request of the Controller, assist in ensuring that the obliga8ons 
pertaining to Ar8cles 32-36 in the GDPR are fulfilled and respond to requests for the exercise of a 
Data Subject's rights pertaining to the GDPR, Chapter III, taking into account the type of Processing 
and the informa8on which the Processor has access to.  

6.5        In the event that the Processor finds the Instruc8ons to be unclear, in viola8on of the Data 
Protec8on Legisla8on or non-existent, and the Processor is of the opinion that new or 
supplementary Instruc8ons are necessary in order to fulfil its undertakings, the Processor shall 
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inform the Controller of this without delay, temporarily suspend the Processing and await new 
Instruc8ons, if the Par8es have not agreed otherwise.  

6.6        If the Controller provides the Processor with new or revised Instruc8ons, the Processor shall 
without unnecessary delay from receipt, communicate to the Controller whether the 
implementa8on of the new Instruc8ons causes changed costs for the Processor.  

7           SECURITY MEASURES

7.1        The Processor shall take all appropriate technical and organiza8onal security measures required 
pertaining to Data Protec8on Legisla8on to prevent Personal Data Breaches, by ensuring that the 
procedure of Processing meets the requirements of the GDPR and that the rights of the Data 
Subjects are protected.  

7.2        The Processor shall con8nuously ensure that the technical and organiza8onal security in connec8on 
with Processing is executed with an appropriate level of confiden8ality, integrity, accessibility and 
resilience.  

7.3        Any added or revised requirements for protec8ve measures from the Data Controller, a\er the 
Par8es have signed this Agreement, will be considered as new Instruc8ons pertaining to this 
Agreement. 

7.4        The Processor shall, through its control systems for authority, only grant access to the Personal Data 
for such natural persons working under the Processor's management and who need access to be 
able to perform their du8es.   

7.5        The Processor undertakes to con8nuously log access to the Personal Data in accordance with this 
Agreement to the extent required according to the Instruc8ons. Logs may be erased only five (5) 
years a\er the logging event, unless otherwise stated in the Instruc8ons. Logs will be subject to the 
required protec8on measures pertaining to Data Protec8on Legisla8on. 

7.6        The Processor shall systema8cally test, inves8gate and evaluate the effec8veness of the technical 
and organiza8onal measures which will ensure the security of the Processing.  

8           SECRECY/DUTY OF CONFIDENTIALITY

8.1        The Processor and all natural persons working under its management shall observe both 
confiden8ality and professional secrecy during the Processing. The Personal Data may not be used 
or disseminated for other purposes, either directly or indirectly, unless otherwise agreed.   

8.2        The Processor shall ensure that all natural persons working under its management, par8cipa8ng in 
the Processing, are bound by a confiden8ality agreement pertaining to the Processing. However, 
this is not a requirement if they are already covered by a legally sanc8oned duty of confiden8ality. 
The Processor also undertakes to ensure that there is a nondisclosure agreement with its 
Subprocessor and confiden8ality agreement between the Subprocessor and all natural persons 
working under its management, par8cipa8ng in the Processing. 
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8.3        The Processor shall promptly inform the Controller of any contacts with supervisory authori8es 
pertaining to the Processing. The Processor does not have the right to represent the Controller or 
act on behalf of the Controller towards supervisory authori8es in maPers rela8ng to the 
Processing. 

8.4        If the Data Subject, supervisory authority or third Party requests informa8on from the Processor 
pertaining to the Processing, the Processor shall inform the Controller about the maPer. 
Informa8on about the Processing may not be submiPed to the Data Subject, supervisory authority 
or third par8es without wriPen consent from the Controller, unless mandatory law so s8pulates 
that such informa8on must be provided. The Processor shall assist with the communica8on of the 
informa8on covered by a consent or legal requirement.  

9           INSPECTION, SUPERVISION AND AUDITING

9.1        The Processor shall, without unnecessary delay, as part of its guarantees, pursuant to Ar8cle 28.1 of 
the GDPR, be able to report, at the request of the Controller, which technical and organisa8onal 
security measures are being used for the processing to meet the requirements according to the 
DPA and Ar8cle 28.3.h of the GDPR. 

9.2        The Processor shall review the security of the Processing at least once a year by performing a 
checks to ensure that the Processing complies with this Agreement. Upon request, the results of 
such checks shall be shared with the Controller. 

9.3        The Controller or a third party it appoints (who cannot be a compe8tor of the Processor) is en8tled 
to check that the Processor meets the requirements of this Agreement, Instruc8ons and Data 
Protec8on Legisla8on. During such a check, the Controller shall assist the Controller, or the person 
carrying out the review on behalf of the Controller, with documenta8on, access to premises, IT 
systems and other assets needed to be able to check the compliance of the Controller with this 
Agreement, Instruc8ons and Data Protec8on Legisla8on. The Controller shall ensure that staff who 
carry out the check are subject to confiden8ality or non-disclosure obliga8ons pertaining to law or 
agreement.  

9.4        As an alterna8ve to the s8pula8ons of items 9.2–9.3, the Processor is en8tled to offer other means 
of checking the Processing, such as checks carried out by independent third par8es. In such a case, 
the Controller shall have the right, but not the obliga8on, to apply such alterna8ve means. In the 
event of such a check, the Processor shall provide the Controller or third party with the assistance 
needed for performing the check. 

9.5        The Processor shall provide the supervisory authority, or other authority which has the legal right to 
do so, the means to carry out supervision according to the authority's request pertaining to the 
legisla8on in force at any 8me, even if such supervision would otherwise be in conflict with the 
provisions of this Agreement.   

9.6        The Processor shall assure the Controller rights towards any Subprocessor corresponding to all of 
the rights of the Controller towards the Processor according to sec8on 9 of this Agreement.   
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9.7 The Personal Data Processor has the right to invoice the Customer for any costs that may arise in 
connec8on with 9.1, 9.3 and 9.4. 

10        HANDLING OF CORRECTIONS AND DELETIONS ETC

10.1     In the case of the Controller reques8ng correc8on or dele8on due to incorrect processing by the 
Processor, the Controller shall take appropriate ac8on without unnecessary delay, within thirty (30) 
days at the latest, from the 8me the Processor has received the required informa8on from the 
Controller. When the Controller requests dele8on, the Processor may only carry out Processing of 
the Personal Data in ques8on as part of the process for correc8on or dele8on. 

10.2     If technical and organiza8onal measures (e.g., upgrades or troubleshoo8ng) are taken by the 
Processor in the Processing, which can have an effect on the Processing, the Processor shall inform 
the Controller in wri8ng pursuant to what is s8pulated about no8fica8ons in item 19 of this 
Agreement. The informa8on shall be submiPed in good 8me prior to the measures being taken.   

11        PERSONAL DATA BREACHES

11.1     The Processor shall have the capability to restore accessibility and access to Personal Data within a 
reasonable 8me in the event of a physical or technical incident pertaining to Ar8cle 32.1.c of the 
GDPR. 

11.2     The Personal Data Processor undertakes, taking into account the nature of the Processing, and the 
informa8on available to the Personal Data Processor, to assist the Personal Data Administrator in 
fulfilling its obliga8ons in the event of a Personal Data Breach regarding the Processing. The 
Personal Data Processor shall, at the request of the Personal Data Controller, also assist in 
inves8ga8ng suspicions of possible unauthorized persons’ Processing and/or access to the Personal 
Data. 

11.3     In the event of a Personal Data Breach, which the Processor has been made aware of, the Processor 
shall no8fy the Controller of the Breach in wri8ng without unnecessary delay. The Processor shall, 
taking into account the type of Processing and the informa8on available to the Processor, provide 
the Controller with a wriPen descrip8on of the Personal Data Breach.  

 The descrip8on shall give an account of: 

a.     The nature of the Personal Data Breach and, if possible, the categories and number of 
Data Subjects affected and the categories and number of Personal Data records 
affected, 

b.     the likely impact of the Personal Data Breach, and 
c.      measures taken or proposed and measures to mi8gate the poten8al nega8ve effects 

of the Personal Data Breach. 

11.5     If it is not possible for the Processor to provide the full descrip8on at the same 8me, according to 
item 11.3 of this Agreement, the descrip8on may be provided in installments without unnecessary 
further delay. 
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12        SUBPROCESSOR

12.1     The Processor has the right to engage the Subprocessor or Subprocessors who are necessary to 
deliver the service in accordance with the Main Agreement. The Controller may at any 8me request 
a wriPen report of the relevant Subprocessors. 

12.2     The Processor undertakes to sign a wriPen agreement with a Subprocessor regula8ng the Processing 
which the Subprocessor carries out on behalf of the Controller and to only employ Subprocessors 
who provide sufficient guarantees. Subprocessors shall take all appropriate technical and 
organisa8onal measures so that the Processing meets the requirements of Data Protec8on 
Legisla8on. Regarding data protec8on, the agreement shall impose the same obliga8ons on a 
Subpocessor as are imposed on the Processor under this Agreement.  

12.3     The Processor is fully responsible for the Subprocessor’s Processing towards the Personal Data 
Controller. 

12.4     The Processor is en8tled to employ new Subprocessors and replace exis8ng Subprocessors. 

12.5     When the Processor intends to hire a new or replace an exis8ng Subprocessor, the Processor shall 
ensure the capacity and capability of the Subprocessor to fulfil its obliga8ons pursuant to Data 
Protec8on Legisla8on. 

12.6 The Processor shall, at the request of the Controller, submit a copy of the Agreement regula8ng the 
Personal Data Processing by a Subprocessor and the list of Subprocessors pursuant to item 12.2. 

13        LOCATION AND TRANSFER OF PERSONAL DATA TO A THIRD COUNTRY  

13.1 The Processor shall ensure that the Personal Data shall be handled and stored within the EU/EEA by a 
natural or legal person who is established in the EU/EEA, unless the par8es to this Agreement agree 
otherwise.   

13.2 The Processor is only en8tled to transfer Personal Data to a Third Country for Processing (e.g. for 
service, support, maintenance, development, opera8ons or other similar handling) if the Controller 
has given advance wriPen approval of such transfer and has issued Instruc8ons to this end.  

13.3 Transfer to a Third Country for Processing in accordance with item 13.2 of the Agreement may be 
carried out only if it complies with the Data Protec8on Legisla8on and fulfils the requirements for the 
Processing set out in this Agreement and the Instruc8ons 

14        LIABILITY FOR DAMAGE IN CONNECTION WITH THE PROCESSING

14.1     In the event of a compensa8on for damage in connec8on with Processing, through a judgment given 
or sePlement, to be paid to a Data Subject due to an infringement of a provision in the Agreement, 
Instruc8ons and/or applicable provision in Data Protec8on Legisla8on, Ar8cle 82 of the GDPR shall 
apply. 
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14.2     Fines pursuant to Ar8cle 83 of the GDPR, or Chapter 6, Sec8on 2 of the Data Protec8on Act 
(2018:218) with supplementary provisions to the EU's data protec8on regula8on shall be borne by 
the Party to the Agreement named as recipient of such sanc8ons.  

14.3     If either party becomes aware of circumstances that could be detrimental to the other party, the 
first party shall immediately inform the other party of this and work ac8vely with the other party to 
prevent and minimize the damage or loss.   

14.4     Regardless of the content of the Main Agreement, items 14.1 and 14.2 of this Agreement take 
precedence to other rules on the distribu8on between the Par8es of claims among themselves as 
far as the processing is concerned. 

15        CHOICE OF LAW AND DISPUTE RESOLUTION

15.1  This agreement is governed by Swedish law. Any interpreta8on or dispute in connec8on with the 
PUB agreement, which the par8es cannot resolve on their own, shall be decided by a Swedish 
general court. 

16 CONCLUSION, TERM AND TERMINATION OF THIS AGREEMENT  

15.1 This Agreement shall enter into force from the 8me the Agreement is signed by both Par8es and 
un8l further no8ce. Either party has the right to terminate the Agreement with thirty (30) days’ 
no8ce. 

17        AMENDMENTS AND TERMINATION WITH IMMEDIATE EFFECT, ETC.

17.1 Each party to the Agreement shall be en8tled to invoke a renego8a8on of the Agreement if there is 
a major change of the ownership of the other party or if applicable legisla8on or interpreta8on 
thereof changes in a way that significantly affects the Processing. The invoking of a renego8a8on 
pursuant to the first sentence does not mean that any part of the Agreement will cease to be in 
effect, but only means that a renego8a8on of the Agreement will commence.  

17.2 Addi8ons and amendments to the Agreement must be made in wri8ng and signed by both par8es.   

17.3 If either party becomes aware that the other party is ac8ng in viola8on of the Agreement and/or 
Instruc8ons, the first party shall inform the other party without delay of the ac8ons in ques8on. 
The party is then en8tled to suspend the performance of its obliga8ons pursuant to the Agreement 
un8l such 8me as the other party has declared that the ac8ons have ceased, and the explana8on 
has been accepted by the party that made the complaint.   

17.4 If the Controller objects to the Processor using a new Subprocessor, pursuant to item 12.6 of this 
Agreement, the Controller is en8tled to terminate the Agreement with immediate effect.  

18        MEASURES IN THE EVENT OF TERMINATION OF THE AGREEMENT
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18.1     Upon termina8on of the Agreement, the Processor shall, without unnecessary delay, depending on 
what the Controller chooses, either delete and cer8fy to the Controller that it has been carried out, 
or return 

a.   all Personal Data Processed on behalf of the Controller and  

b.   all associated informa8on such as Logs, Instruc8ons, system solu8ons, descrip8ons and 
other documents which the Processor has obtained through informa8on exchange in 
pursuance of the Agreement.  

18.2  Delivery and dele8on in accordance with the Agreement, sec8on 18.1, shall be completed no later 
than thirty (30) days from the date of termina8on under this Agreement, sec8on 16.1.  

18.3  Processing carried out by the Personal Data Processor a\er the date s8pulated in sec8on 18.2 is to 
be regarded as an unlawful Processing.  

18.4  The provisions on confiden8ality/professional secrecy in sec8on 8 under this Agreement shall 
con8nue to apply even if the Agreement otherwise ceases to apply. 

19 NOTIFICATIONS WITHIN THE PURVIEW OF THIS AGREEMENT AND THE 
INSTRUCTIONS

19.1 No8fica8ons about the Agreement and its administra8on, including termina8on, shall be submiPed 
to each Party’s contact person for the Agreement.  

19.2  No8fica8ons about the collabora8on of the Par8es regarding the data protec8on shall be 
submiPed to each Party’s contact for the Par8es' coopera8on on data protec8on. 

19.3 A no8fica8on shall be deemed to have reached the recipient no later than one (1) business day 
a\er the no8fica8on has been sent.  

20 CONTACT PERSONS

20.1 Each Party shall appoint their contact person for the Agreement, which is the contact person 
specified when purchasing the service, unless otherwise specifically stated. 

20.2 Each Party shall appoint their contact person for the Par8es’ coopera8on on data protec8on, which 
is the contact person specified when purchasing the service, unless otherwise specifically stated. 

21 RESPONSIBILITY FOR INFORMATION REGARDING PARTIES, CONTACT PERSONS 
AND CONTACT INFORMATION

21.1 Each Party is responsible for the informa8on entered in item 1 of the Agreement always being 
current and correct. Change of informa8on in item 1 shall be communicated to the other Party 
pursuant to item 19.1 of the Agreement. 
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22        INSTRUCTIONS FOR HANDLING PERSONAL DATA

22.1 Personal data processing within the framework of the whistleblowing service shall take place in 
accordance with the following instruc8ons. 

Purpose of processing personal data  

 The whistleblowing func8on is a repor8ng channel that aims to enable whistleblowers to report 
serious misconduct. The processing takes place in order to administer the receipt of whistleblower 
reports, enable correspondence between the whistleblower and the inves8gator and to hand over 
reports to the controller or to an external inves8gator.  

Categories of personal data that may be processed by the processor  

 The Personal Data Processor may have access to Personal Data about users in the system and about 
individuals affected by a reported case. Types of personal data can be, for example: 

•  Name  
•  Email  
•  Telephone number  
•  Social security number  
•  Posi8ons  
•  Addresses  
•  Other informa8on entered in free text fields or provided as an aPachment  

Categories of data subjects  

 A whistleblower should be able to report serious misconduct and feel confident that reports are 
received and handled correctly. A whistleblower can be one of the following categories:  

• Employee  
• Volunteer  
• Trainees  
• Persons who otherwise perform work under the control and direc8on of an operator  
• Self employed persons who are members of the administra8ve, management or supervisory 

body, where the operator is a business 
• Shareholders opera8ng in the company, if the operator is a limited liability company  
• The processing also includes employees of the data controller who are registered as 

administrators in the system. 

Logs  

 The vendor should log agent ac8vity in the system.  

Transfer of personal data to third countries  

 Personal data may not be transferred to third countries, i.e. countries outside the EU.  

Time to dele:ng of data  

 Personal data is deleted as soon as the assignment is completed or when the data is no longer 
needed to complete the Personal Data Processor’s assignment, unless the data is to be retained 
according to law or other statute.  

 Dele8on is done a\er the personal data controller has completed a case and marked it as handled. 

Birger Jarlsgatan 57c 
SE-113 56 Stockholm, Sweden

OFFICE +46 (0)8 124 480 50 info@lantero.se 
www.lantero.se

mailto:info@lantero.se
http://www.lantero.se


Prac:cal handling  

 Appointed persons at the personal data controller get access to the processing tool through 
personal login and can manage and share necessary informa8on linked to a case directly in the 
system tool.  

Data protec:on by design  

 The Personal Data Processor has taken the following technical and organiza8onal measures for data 
protec8on by design and data protec8on by default:  

•  Named user accounts for the data controller  
•  Secure processing of login creden8als and personal user accounts  
•  Features for built-in data protec8on in accordance with GDPR, such as register extracts  
•  Con8nuous erasure of personal data and logging of personal data processing  
•  Erasure of personal data at the conclusion of a contract  

Sub-processors  

 The supplier works with subcontractors for data storage and case recep8on by telephone according 
to informa8on on lantero.se.  

 Subcontractors for inves8ga8ve work are proposed and confirmed in connec8on with the 
processing of specific cases directly in the system. 
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